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ISTITUTO NAZIONALE


DI FISICA NUCLEARE


 _______



   SEZIONE DI ROMA TOR VERGATA




Acceptable Use Policy (AUP)
within the ROMA2.INFN.IT domain
This document groups the general security rules for access and use of INFN-ROMA TOR VERGATA Computing and Network resources within ROMA2.INFN.IT domain. The official electronic version of this document is available at the URL: http://www.roma2.infn.it/services/modulistica.php
All users of INFN-ROMA TOR VERGATA resources must read and accept the content of this document and must strictly comply with the AUP. 

Any action not complying with this AUP will be considered to be a “Security Violation”  and will lead to withdrawal of the authorization to access INFN-ROMA TOR VERGATA computing and networking resources. In serious cases, the violation will be reported to the appropriate legal authority.

Usage rules for INFN-ROMA TOR VERGATA computing and networking resources

INFN-ROMA TOR VERGATA computing and network resources are dedicated to scientific and technological research and to the educative programs and can be used exclusively for INFN and University institutional activities, according to the provisions made by the national labour contract and by agreements between INFN and Universities or other Institutions.
1) All users, to whom access to internal computing or network resources is granted, must be clearly identified.

2) The personal access credentials are strictly personal and cannot be shared or given to other persons.
3) The connection of any device to the INFN-ROMA TOR VERGATA network must be explicitly authorized by the INFN-ROMA TOR VERGATA Network Service.

4) The installation of any network service (i.e. DNS, DHCP, Mail, http, https, ssh, ect.) must be explicitly authorized by the INFN-ROMA TOR VERGATA Network Service.

5) The responsability for the content published on the INFN-ROMA TOR VERGATA network rests with the author or owner of the information.
The following activities are strictly forbidden:
· Giving access to INFN-ROMA TOR VERGATA internal computing or networking resources to anyone not expressly authorized.

· Logging in or accessing resources using false credentials or credentials belonging to other users.
· Installing,  running, or distributing software (including, but not limited to, Viruses, Worms, Tojans, Hacking tools, etc.) that could damage or degrade INFN-ROMA TOR VERGATA computing and network resources.

· Damaging, destroying or attempting to access other users’ data without authorization, or violating other users’ privacy.

· Creating or sending (if not for research purposes, to perform in an authorized, controlled, and legal way) any kind of image, data or other offensive or indecent item that offends human’s dignity, particularly with regards to sex, race or religious beliefs.

· Any activity that could violate current information and communication technology laws.

· Any copyright violation activiy.

· Any activity that could compromise in any way the security of INFN ROMA TOR VERGATA resources.

· Any commercial activity not explicitly authorized by INFN.

· In general, all illegal activities.

· Any suspicious or malicious activity, or any incident or security violation, must be reported immediately to the INFN ROMA TOR VERGATA Network Service.
Name__________________________________________________________________________________________
Italian Fiscal Code _____________________________________________________________________________
Signature ________________________________________ 

Date ___________________________________
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